THE COQUILLE INDIAN TRIBE

Job Title: Data Sovereignty Director

Department: Information Systems (IS)

Reports To: Executive Director, Office of Strategic Operations
FLSA Status: Exempt

Salary Grade: $106,600.00 - $159,868.80

Location: Coos Bay or Eugene, Oregon

This position is a covered position as defined in the Coquille Indian Tribe Chapter 185 Child
Protection Ordinance. Candidate must successfully pass a pre-employment drug screen
and Criminal and Character Background Check.

SUMMARY OF MAJOR FUNCTIONS

This is a mission-driven opportunity to safeguard cultural heritage while advancing cutting-
edge technology. It provides the opportunity to shape policy, build resilient systems, and
ensure ethical technology practices that honor cultural heritage and empower our Tribal
community.

This senior leadership position will spearhead the Tribe’s cybersecurity, data sovereignty,
and artificial intelligence (Al) governance programs to protect and steward digital assets and
uphold sovereignty-based policies.

ESSENTIAL DUTIES AND RESPONSIBILITIES

1. Drive the Tribe’s enterprise data stewardship strategy and governance to align
with sovereignty principles and strategic priorities.

2. Align cybersecurity, Al governance, and data sovereignty initiatives with
organizational objectives and cultural values.

3. Champion responsible Al governance, implementing NIST Al Risk Management
Framework (RMF) and establish oversight for ethical Al deployment.



4. Architect and mature enterprise security programs, including Zero Trust
principles, Identity and Access Management (IAM), and cloud security posture
management.

5. Develop and maintain a formal Cybersecurity Incident Response Plan (CIRP) and
resilience strategies.

6. Ensure compliance with HIPAA, CJIS, CARF, and tribal codes.

7. Oversee audits, accreditation readiness, and governance reviews.

8. Implement mandatory data classification schemes (PII, linguistic, cultural) to
enforce appropriate security levels and access controls.

9. Develop and deliver training on cybersecurity fundamentals, responsible Al, and
sovereignty principles for staff and leadership.

10. Promote a culture where data is treated as a protected tribal asset.

11. Provide policy and training to the Information Technology (IT) team in
sovereignty-aware practices and advocate for long-term resilience so they are
able to confidently execute their duties

12. Forge strategic alliances (e.g., CISA, Universities, Federal Agencies), and other
tribes to strengthen cybersecurity and sovereignty initiatives.

13. Performs other duties as assigned

The above statements describe the general duties of the position and are not intended to
be an exhaustive list of all responsibilities.

PHYSICAL REQUIREMENTS

This position requires the ability to communicate orally and perform repetitive movements
of the wrists, hands, and/or fingers. Duties often involve sitting for extended periods, with
occasional standing, walking, and lifting up to fifty pounds. Work is primarily performed in
an office environment. Evening and weekend work may be required. The position involves
occasional exposure to infectious disease. Local travel is frequently required, with
occasional statewide or national travel. The individual must be able to perform essential
duties with or without reasonable accommodation without posing a safety risk to self or
others.

KNOWLEDGE, SKILLS, AND ABILITIES

e Excellent oral and written communication skills with strengths in collaboration and
problem solving

o Ability to maintain a professional, supportive, and calm demeanor in high-pressure
or stressful situations

o Ability to foster an inclusive workplace aligned with the vision and mission of the
Coquille Indian Tribe

e Strong organizational, time management, analytical, and problem-solving skills

o Demonstrated ability to manage multiple priorities with accuracy and attention to
detail



Ability to work independently, take initiative, and assume ownership of projects and
outcomes

Ability to work cooperatively across departments and build effective working
relationships

Strong leadership, strategic thinking, and policy development abilities.

Excellent communication and stakeholder management skills.

MINIMUM QUALIFICATIONS

Bachelor’s degree required; Master’s degree (MS/MBA) preferred; an equivalent
combination of education, training, and experience may be considered

10+ years in cybersecurity, data governance, or related fields; 5+ years in leadership
roles.

Expertise in Al technologies, NIST frameworks, and regulatory compliance.
Experience with tribal governments and Indigenous Data Governance principles.
Certifications: CISSP, CISM, or equivalent recommended.

Current and valid Oregon driver’s license in good standing with no insurability
restrictions from the Tribe’s insurance carrier required



